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Datacenter
challanges

Background:

Datacenters are housing numerous
servers/hosts/VMs.  This is the backbone
infrastracture storing critical data or running

business applications.

Common challanges:

Application performance

Track and fix vulnerabilities
Certification/auditing

Missing patches recognition and
deplyoment




Why ?

Multiple applications with (" )
different priorities

Dynamic (snapshot revert, HW (}
changes etc.)

Multiple OS & devices types O—

Limited bandwidth O

Application
performance strungle O
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ik Regular scans done by
GFl LanGuard iIs helping
customers to track

changes and recognize
vulnerabilities and
missing patches




n LanGuard
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HW Changes
-

Hardware

I% Network Devices 54

USB Devices 15

o
{3} Processors 4 D I Scove r
B  Storage Devices 15 Track

B Display Adapters 7

N 6 Report

= otnerDevices 4 Keep history
Local Drives 14

# Memory 5
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Vulnerabilities

Firewall: 0.0 % ity Updates: 10.2 %

Detects vulnerabilities of :

Mac OS
Linux

Potential: 33.7 %

— High: 23.5%

Windows
3rd party apps
Medium: 13.3 % DeViCGS

Low: 19.4 %
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Missing & deployed patches
O B |

nerabilities 5 Ports Software Hardware

Manage patches:

604 116 Mac OS

Linux
Windows

- Missing Mon-5ecurity Updates - Installed Security Updates 3 d t

- Missing Service Packs and Update - Installed Mon-Security Updates r pa r y a pps
Rollups - Installed Service Packs and Update
Major Version Upgrades Rollups

- Missing Security Updates
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. GENERAL REPORTS
Ll

View, print and schedule general reports

. COMPLIANCE REPORTS
L

Run dedicated reports for different compliance regulations

Ey Ev E9 B3 B3 E3

PCI D55

HIPAA

SOX

GLEBA

PSNCoCo

FERPA

| CIPA

m ISO/IEC 27001 & 27002

.| NERC CIP

Services

Lists all services found during an audit. The result is grouped by
computer name.

Patching Status

Shows statistical information related to the missing and installed
updates detected on target computers. Updates can be grouped by
computer name, severity, timestamp, vendor and category.

Vulnerability Status

Shows statistical information related to the vulnerabilities detected
on target computers. Vulnerabilities can be grouped by computer
name, vulnerability severity, timestamp and categorv.

Baseline Comparison

Enables you to compare the results of all scanned machines to a base
computer. The result is grouped by computer name and amongst
others includes information on registry, installed service packs,...

Network Security History

Shows the changes done on target computers between audits.
Amongst others, the report includes changes related to the
vulnerability level, user accounts, groups, ports, shares and registry...



Bandwidth is not infinite



Exindo
NetworkOrchestrator

98% 2%

Unsanctioned Sanctioned

The average company Only 30-40
has 1200 applications sanctioned by IT
running in their network y

* Not application types
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The evolution of applications

144p
360p
(111l Tube BB
1080p

4K Ultra HD

Gr lsoftware

Only one quality level was supported,
displaying videos at a resolution of
320x240 pixels

High Quality mode was added which
increased the resolution to 480x360
pixels

720 High-Definition support was added

Support was added for 1080p HD

Support for 4k resolution was added,
videos can now play at 3840x2160
pixels

8k is supported but not widely used
because it's not supported by most
devices.
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kkFull \visibility and traffic
control Is the key to use all
available resources to deliver
peak performance of
business critical assets.



Top & Outbound Application Groups

Exindahelps .
recognizing e issue

Recreational - How much recreational usage is there? More details @) )
Application Hosts Time Data
452 7h 44m 30s 1616MB
Games 1 30s OMB
Instant Messaging 0 0s OMB Mail 0 e
e " ) e
Streaming 9 56m 20s 40MB Thin Clent . File Services
= M othar I Entarnrisa Sanvicas
APS Scores
Name Score Normalized Delays (ms/kb) Transaction Delays (ms) Jitter (ms) Loss (%) RTT (ms)
Network Server Network Server Inbound Outbound
vl SMTP Solution Center (235) 6839 179 353305 1.00 0.10
v Version One Solution Center (1000) 3.50 0.00
(vl HTTP Solution Center (201) 0.30 0.00
VIl SalesForce Solution Center (521) 66.64 0.00 0.00
[v8 Apple Updates Solution Center (557) 793 8.89 0.00 0.00
vl Spotify Solution Center (563) .7 73806.39 0.00 010
n E2 i 4 715 4028889 0.00 0.20
" v| | Skype Solution Center (222) 683 11400511 0.00 0.00
EzA it 618 6.77 3937686 0.60 0.00




Finding the root cause
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Exinda

VC #1
VC #2

NetworkOrchestrator

—

Policy #1
Available BW
100 Mb VC #3 _
Policy #2
—
10 Mb Policy #3
[T 2 Mb
Policy # ,n"
- Burst 10 Mb
VLAN Source Direction Destination Tos/DSCP Application

[vian 2 ¥ | [Inside sales v | [Both v| [ALL | [ALL v | | Skype video v |
[vian 2 ¥ | [Inside sales v | [Both v| [ALL | [ALL v | | Skype Voice v |
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Scheduled

Accelerated
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Summary

Application performance.

Track and fix vulnerabilities.

Certification and auditing

Missing patches recognition and deployment
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n LanGuard
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Thank you!



Thank you for listening!
Q&A



