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Co se nezmenilo?

e Uzivatel stale nejslabsim clankem
* Soustredéni utocniku na
* platformy s nejvétsim podilem
 ,bohaté” sektory






Pohled na data a statistiku

welivesecurity

STATISTICS & TRENDS

T1 2022/

Category T2 2022

Key points in T2 2022

Overall threat detections -9.1% 4  Decrease in detections in almost all monitored categories

Infostealers -14.3% 4 1S/Spy.Banker (aka Magecart) remains top banking malware
Ransomware -24.1% 4 Politically motivated ransomware on the decline
Downloaders -31.0% 4 Emotet continues activity, adapts distribution vectors
Cryptocurrency threats -16.0% 4  Cryptostealers see first period of growth, at almost 50%
Web threats -6.0% 4  Surge in shipping-themed phishing lures

Email threats -10.2% Office files double their share among malicious attachments

Android +9.5% T Android spyware continues its growth from T1

mac05 -15.1% 4  Decline in detections most prominent in the Adware category

RDP attacks -89.4% 4  RDP attacks fall further, following sharp T1 decline

®
@ eT Digital Security
Progress. Protected.
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Digital Security

NAZDAREK

Jsem Albdnsky pocitacovy virus
ABDUL . exe.
S ohledem na mizivé moznosti mé
zemé ti nemizu nic udélat.
V ramci humanitdrni pomoci si smaz

ve svém pocitaci néjaky soubor a
posli mé dal !



|/ ramci ziskavani poznatkﬁ o trestné ginnosti dle predpisu ¢. 273/2008 Sp. v ramci poh’cejm’ akce k ochrané
yrév K dusevnimu viastnictvi p&sobime ve spolupréci se speciah‘zovanym kriminalistick)’Im utvarem Policie
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| yorusujic trestni rad. Dle vyse zminéného predpisu J© nase skupina informa’torfl opravnena k zverejnéni

1 /asich osobnich adaju Policii &R. K tomuto dni, 9.9.2019, figuruje Vs spis pouzé v nasl skupiné policejm’ch
\ nforma’tor&, Policii CR bude pfedén dne 13.9.2019. poté Vam na Vasi f icié C
| joru¢eno pfedvola’m’ (§ 59 spréavniho radu) kde dojde K dalSimu vyéetfem’, s moznosti prohledém’ Vasich
1 -afizeni, pokud s€ pez omluvy nebo béZ dostateénich duvodu nedostavite na predvola’m’, pude MV CF
| 1loZena pofa’dkova’ pokuta a7 do vyse 50 000 KC. Poté Véas zeka u Vaseho Okresniho soudu trestni Fizeni,
. «de Vam hrozi dle zakont €. 121/2000 Sh. ac. 221/2006 Sb.v nejéastéjéich pfl’padech zaplacem’

e dojit 1 K trestu pokuty a7 do vyse miliont korun, ¢i
H yodminénému | nepodml'nénému trestu odnetl svobody a7 do vyse 48 mésicu. Nezaplati

v

| /&8 pripad bude predélen k exekuénimu fizeniaV pripadé nezaplaceni dojde k exekuci Vaseho majetku.
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. rémtoa dalSim potencia’lm’m problémam se muzeté vyhnout, zaslete-li nam ekvivalent 10 000,- KCV
x yitcoinove méné (K tomuto dni 0,041 BTC) na bitcoinovou adresu doruéent:
*, )c1qutffgjm2qkhyschtav68em2r08x48wwrsyaa

, ’ro vyménu a@ zaslani muzete pouZit browser verzi BTC penéz’enky WWW.coinbase.com apod. Po odeslani
| ,enéz zaslete n@ tuto adresu prézdny e-mail s pfedmétem: "Odeslano” Na zaslani penéz maéte 5 dnf, tj. do
‘1 (3.9.2019. Po dokonéem’ transakce pude Vas spis Z naseho disku odebrén @ skartovan.

\
\
\
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P PayPal Safety & Security X +

< C A Nebezpecné | hitps://teckotive.com/.support-centre/myaccount/settings/?ver... BR Yt K4 0

T Your security is our top priority

' PayPal

Verify your account

Dear customer, please enter your account information correctly
and match with your card information.

Update Billing Address

Legal Full Name .
Address Line %
| City *
| State % Postal Code %

Update Card Information

Cardholder Name *
Card Number L4
Expiration Date . CSC (3 digits) |

By clicking Agree & Continue, | have read and agree to PayPal’s User
Agreement, Privacy Policy and Electronic Communications Delivery Policy.

Agree & Continue
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| =@ %

P PayPal Safety & Security X +

< C A Nebezpecné | hitps;//teckotive.com/.support-centre/myaccount/identity/7cm... B Y& 0 :

' Paypa’ © Your security is our top priority

Confirm your identity

Your identification documents will help us to validate your identity.

What i should to do, to confirm my identity?
« Take a selfie by holding your ID Card also your Card

« Cardholder Name and ID Card should match and be clearly visible.
« Your identification document must be next to your face.

Here's an example for picture :

Choose files To Upload

By clicking Agree & Continue, | have read and agree to PayPal's User
Agreement, Privacy Policy and Electronic Communications Delivery Policy.

Agree & Continue

© 2019 PayPal vac Help Center




B4 Menu upominka Uhrady faktury cislo 074012318 - 0O X

- Odpoveédét k5 Odpoveédét viem = Predat dal = 1t i
upominka Ghrady faktury cislo 074012318

Od Kinga Lipowska ne 2.12.2018 23:26
komu petr

[ Vydana_faktura_074012318.rar
Dobry den,

pfi kontrole nasich dokladd jsme zjistili, ze jste dosud neuhradili nasi pohledavku dislo 074012318 za
Kromeriz -= iewengﬁf Kostelec na castku 3337,00 K¢, splatnou dne 29.10.2018,

Predpokladame, ze se jedna o pouhé opomenuti a Ze dluZnou pohledavku neprodlené uhradite.

Pokud jste uvedenou pohledavku jiz uhradili, sdélte nam prosim informace o zpdsobu a terminu
platby.

S pozdravem,

Kinga Lipowska

®
@ eT Digital Security
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¢ Zpét  Pfesunout -~ Oznadit~ Spam -~ § Smazat Odpovédét - ANV

DS Domain Service infoashaakeytop = 17.2.2020, 6:01
Comus igi@virycz
= epj.cz expiration W
Important notice Notice#: 719677
Date: 02/17/2020
Domain Expiration
Domain: epj.cz
Expiration date: 02/25/2020
To: Igor Hak,
Okruzni 2316
Dvir Kralové nad Labem
, 544 01
CZECH REPUBLIC
Domain Name: Registration Period: Amount: Term:
epj.cz 03/10/2020 to 03/10/2021  $86.00 1 Year
Secure Online Payment
oo, protected. Domain Name: epj.cz

Attn: Igor Hak
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+420 721 639 080

@+ online
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ZABLOKOVAT PRIDAT

Vcera

& Zpravy a hovory |sou zabezpecéeny koncovym
sifrovénim. Nikdo, kdo neni pfimym Gcastnikem
1éto konverzace, || nemize sledovat ani poslouchat.
Dokonce ani WhatsApp. Dalsi informace zobrazite
klepnutim.

BabyDan detska zébrana New
Flex XXL 90-350 cm - Trutnov | ...
Inzerat &, 148505204: BabyDan detsk
detl bazc E

Dobry den, vidél jsem vas
inzerat a zajimalo by me, zda
prodavate?
https://deti.bazos.cz/inzerat
/148505204/babydan-detska
-zabrana-new-flex-xx|-20-350
-cmn.php 22:18

zdravim, ano ,, 45
Presné to, co potiebuji! Vyhovuje mi

to, jsem pripraven si to od vas koupit.
Reknéte mi, ve kterém meésté Zijete?

Pprava

Wy j§C|ll Pl Iplavcu G2 AV VA Yae r\uupll.
Reknéte mi, ve kterém mésté Zijete?
22:42

trutnov 5, <4

Problém! Ziji v Daéicice. Nebude

vam vadit, kdyz k vam poslu kuryra
zasilkovnou nebo dpd? Veskeré
naklady na kuryra za vas uhradim!
Jsem pripraven zaplatit i bankovnim
prevodem. 2313

oK 5336 &

Dnes

souhlasim, nevadi ,,,

dobry den, jak provedeme to

doruceni? 0:46 W/

Dobre, pripravim informacni formular
a poslu bance zadost o schvaleni
transakce. Az bude vse dokonceno,
odeslu vam transakci a pockam na
vas v okné transakce, abychom mohli
prevést penize na vas lcet. 19:50

Vse je pripraveno a schvaleno! Pojdte
dal, budu na vas cekat u okénka s
nabidkami. 19:51

BabyDan detska zabrana New Flex XXL
90-350 cm
Find all ads for BabyDan detska zabrana New Fl.

dpd-cz.seznam-spay.com

https://dpd-cz.seznam-spay.com
/cash98549348 19:51

Y

20022 WM - Q=R 42% =

(O @& pd-cz.seznam-spay.com ()

Ziskani financnich prostredkii

VISA @

Transakce prostrednictvim bankovnich karet VISA
nebo MasterCard. Bezpe¢nost manipulace s
plastovymi kartami zarucuje Equa bank.

Cislo karty
0000 0000 0000 0000

Doba platnosti CvC kod @

04 20

K ziskani: 3400 K¢

@ Vase data jsou bezpe¢né chranéna.

ZPET
Il




KB

MojeBanka
® Bezpecné prihlaseni

lUZivatelské jméno

[[J Zapamatovat pomoci souhlasu s cookies

ﬂ Zapomnél(a) jsem uZivatelské jméno

B Osobni certifikat na Cipové karté

PRIHLASIT

®
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DUCHODOVA KALKULACKA spotitejte si, 0 kolik se vam od ledna 2023 zvysi penze

odu je z Tabora Chtél prodat

Dalgi obeét \T podV
prilbu, prisel O t¥i sta tisic
21.10.2022
Zuzana Gabajova
oo

Editorka

Napiéte mi 4

3

Rady obéti internet
falesnou stranku pr

ovych
¥ihlagovaci udaje k

o statisice korun.

® .
@ eT glgita| Security
rogress. Protected.



odborniky v uzd

zacina)l désit

CedisiuZZ pohodli svého domova

_skuliny k bohatstvf‘ -

jde ale © le

s

lidovky

Q\?

Independent.i¢

stacili vydélat miliony korun pou

R
O iDNES

gitimm’ vec?

BlelC]
WORLD
NEWS

AS SEEN ON

elké banky s¢€

B kieré bohatnou uZ Stovkv

sivanim této

Stroukall

VYSLEDKY CTENARU

7ZISK: 141 576 K¢

,,Pouéiva'm CryptoBoom jen néco pres 2
tydny @ Z mého vkladu v hodnoté 6 500,-
je dnes 148 076 Ké. To je daleko Vi¢, neZ
si vydélam Vv praci.”

Michal Najman

Hradec Kraloveé

7ISK: 234 600 K¢

A

_Dosahl jsem na zisk necelych 235 000
K¢, a to uz po jednom mésici pouéiva'm’
CryptoBoom - mdzu to pouzivat na
laptopu, takze si V klidu cestuji @

vydélévém penize!"

T cilirmi




| CIALNI 7ZPRAVA: Nejnovéi$i — ~ =70
\ investice Jaromira oukupa uvedla 15K 141576 K8

| CedisiuZzZ pohodh’ svého domova stacili vydélat miliony korun pouz:vénim této

_skuliny Kk bohatstvf‘ - jde ale © Iegitimm’ vec?

/// AS SEEN ON //// ,,Pouz’ivém CryptgBoom jen néco pres 2

tydny @ Z méholvkladu v hodnoté 6 500,"

1 e d ' glelC]
i. N\ \Y
\ 11 LV‘Q’ W WORLD je dnes 148 of6 K&. To Jje daleko Vi, nez

NS

\ Jndependent.ie si vydélam \ praci.”

Mmichal Nz jyman

Hradec raloveé

7ZISK§234 600 K¢

| . cafl prsenb=t
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\ e 4 1 . —— “ . ‘
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,,Doséhl jsem na zisk nece

lych 235 000

Ké, a to uz po jednom meésici pouiivéni

CryptoBoom - mzu to pouzivat na

O . \
QET Digital Security \
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laptopy, takze si V klidu cestuji @
|

\
\

vydélévém penize!"

jan Filipi

—~r =




v 12:48 - 2.l = G
[B FINANCNI SPRAV/

-4 4 - George Identifikace v .
CESKA =] i (@ @ tracktt.prctracett.icu, @
Vracena Castka: 103,99 EUR

SpontEIna Potvrdte Udaje o své karté, abyste % 4 Z ¥ MR
identifikovali vraceni penéz Mavte narok r,]a VI’?CEHI cgls,tky 136’,%9 EUR. :

Zaslete prosim nasledujici formulaf, abychom ho mohli zpracovat
vratit se co nejdrive.

George

O Snadny. Inteligentni. International Parcel Service
J  Jednotiivé. A vice. Vitejte v kliknéte zde
nejmodernéjsim bankovnictvi
v Cesku.

Po prijeti formulafe vam bude naltctovana refundace
ekvivalent nasich sluzeb.

- Odesilani nebo zaznamenavani neplatného souboru po uréitém limitu mdze
Potvrdit oddalit vraceni platby

Brzy dostanete formular na vraceni platby
Informace o balicku:

Stav: Zadrzeno ve skladu (nezaplacené dovozni

{d @& mpsv-postonline @ : clo)
e zplisob plihiaden Doprava Mezinarodni kuryrni
prostfednictvim: sluzbao

ﬁ Celni poplatek: K&50.00

, Navyseni prispévku na
'devmlta bydleni: na vy$si podporu
obCana dosahne vice lidi

Napléanujte si doruceni nyni

Plinlaste se, abyste mahti piijimat platby na Normativni naklady, které slouZi k vypoltu
svij ovéieny bankovni ufet. Uréeno pro pfispévku na bydleni se od 1. fijna vyrazné
Pravhicke:1 fyzicke osaty navydi. Vlada dnes schvalila navrh MPSV,

ktery bude mit od fijna dvoji ucinek: jedna A
se pfispévek na bydleni vyrazné navysi a

ladacal cc bbb Bvevv mmmadl dalewd e wwt

© International Parcel Service

-~

®
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Browser in the Browser

@ Sign in - Google Accounts - Google Chrome

Log in or sign up in seconc

Use your email or another service to contin

with Canva (it's freg)!

‘ Continue with Apple

Continue with email

Continue another way »

By continuing, you agree to Canva's Terms of Lise. R

our Privacy Policy.

accounts.google.com

G sign in with Google

Conva
Signin
to continue to Canva

Email or phone

Forgot email?

To continue, Google will share your name, email address, language preference,
and profile picture with Canva. Before using this app, you can review Canva's
privacy policy and terms of service.

Create account m



Browser in the Browser

B OCTITLE-XX

Log inor Sign up iNn secon @ XX<DOMAIN-NAMEXXX-DOMAIN-PATH-XX

Use your email or another service to contir
with Canva (it's free)!

‘ Continue with Apple
n Continue with Facebook

L
Continue with email

Continue another way »

By continuing, you agree to Canva's Terms of Use.
our Privacy Policy.

®
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' Loginto Facebook | Facebook - Google Chrome  — L]

@ facebook.com

Phishing

Log Into Facebook

Email or phone numbe

Password

Forgot account?

aor

Mot now

# Log into Facebook | Facebook - Google Chrome

facebook.com

’o k Create new account

Real

Log Into Facebook

Email or phone number
Password

Forgot account?

or

Not now




Jak vypada moderni malware?



Nejcastejsi schéma

Digital Security




INFEKCE (prunik)
(DOWNLOADER)

Makro v doc/xls, priloha faktura,Emotet x TrickBot

cw

(RANSOMWARE)

‘ﬁ‘ ) (RDP,CVE)

A

-




@ H © O - Data-19039-876683.doc [Compatibility Mode] - Word 7 - 0O X
FILE HOME INSERT DESIGN PAGE LAYOUT REFERENCES MAILINGS REVIEW VIEW Sign in ‘r
e : [ A - — . & g —

Pafte ¢ B I U ~abex, X° w . A-EBl=== =- Fo. RBEER T Normal | ¥ No Spac.. Headingl |= Ediiing
Font e Paragraph & Styles & A
Enable Content X

Clipboard =
SECURITY WARNING Macros have been disabled.

!
':l Office 365 BR Microsoft

THIS DOCUMENT IS PROTECTED.

Previewing is not available for protected documents.

You have to press "ENABLE EDITING" and "ENABLE CONTENT" buttons to preview this document

®

Digital Secu
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PAGE1OF1 OWORDS L[[X



agerit Externi itpce

Pohoda schauer svikova

Storno

Progress. Protected
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Downloadery - typy soubori v pfilohdach 2022 CR

m MSIL 3%
m DOC
m /BA
Win
JS
m Other
B PowerShell
m \/BS
m HTML

2%

1%

%

v" Spolu s web strankami stale nejcastéjsi typ hrozby.
v Pokles detekci v kvétnu a éervnu 2022.
v’ Zneuzivani znacek firem (DHL, 02, banky, posta)

v" Vice nez polovina ptiloh spustitelny EXE soubor.



Architektura moderniho malware

% % % % %

Network scanner

File Stealer

Password stealer

Network discovery

Keylogger

Moduly

Jadro







N
N A

5 | Dovolena - vyber
Dovolenas

A~
VyDEr Home Share View

™ . » Dovolena - vyber

A
3¢ Quick access

B Desktop 4
< Downloads
Documents
. &=/ Pictures b 4
J’ Music
B Videos

DJI_1529,jpg
g g

@ OneDrive

P1060909.JPG P1060990.JPG P1060991.JPG P1070038.JPG

This PC
_JJ 3D Objects
B Desktop
Documents

& Downloads P1070174.JPG zmrzlina,jpg
12 items i




L | | | = | Dovolena - wyber

Home Share Wiew

4 | » Dovolena - vyber v Search Dovolena - vyber 2

L]

3 Quick access
B Desktop -
“r Downloads &
Documents o

_ JI_1329,)pg.abc IMG_20180620,)p IMG_20180622.)p karavan_dron.pg
=] Pictures * d g.abecd g.abecd .abcd

J‘l Music
E Videos

& Onelrive

_—
= ThisPC maso jpg.abcd P1060909.JPG.ab P1060911.JPG.ab P1060990.JPG.ab
B 3D Objects cd <d cd

B Desktop
Documents
“r Downloads

13 items E::



Ransomware

rEVIL gang




& RyukReadMe. html X +

@ @ Soubor | DyDownloads/malware/RyukReadMe.html

fofesttabbel1976(@protonmail.com

Ryuk

balance of shadow universe




CJ1ABA YKPAIHI

—Ee0a —FasbnoKHpoEE

Bl B BEl Kl B i S ‘'l il e

PasbnokvpoBaTk

Yaanute Windows

rAonomEMTENEHAA HEhODMaLLHS

HHopmauHa o BRoEHposEE

[exywaa nara: 22.04 2022

[ekyllee cucTeMHoe Bpema: 4:45:37

MNoneTok BEONA Napona: 100

VoD aUHA O PO

Wma komneloTepa |3
OnepauMoHHan cucTeMa: Windows 7
OnepauMoHHan cucTemMa patotaer: 0:04:19
“Windowes
SAperdcTpMpoBaHD Ha

Emoy Windows

Ao VAANEHWA CHCTEMEI

19:14:22

®
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to cops, gets qrrested on €
charges
21-year-old walked into police station with computer in hand, COPS searched it. tl

CYRUS | ARIVAR 712712013, 12:50 AM |

A man from just outside of Washington, DC turned himself in 1O local po\ice——wmh his computer ‘a
in tow—after receiving @ pop-up message from what he pelieved was an “FBI warning’ telling him

to click to pay @ fine online, OF face an investigation.

o while specific details on the case are scant asof yet, It appears that the suspect here fell victim 1O
a type of ran=' nware that has been prohferatmg for years now—raking in millions for the !,

S ety \
O scammers pehind it. ‘t&

police said Jay Matthew Riley. 21, of Woodbridge: Virginia, walked into Prince Wwilliam's Garfield 1
District Station onjuly 1, 201310 inquire if he had any warrants on file for child pornography." \
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@1 QRecorder
NickBaza
E PEGI3

UNINSTALL

T

w200

Downloads 1092 Tools Similar

QRecorder is the automatic call recorder tool as
well as voice recorder tool.

READ MORE

Blockers call 2019

repinvit

Tools

4.1 % 10K+

148 reviews Downloads

Add number

Word Translator

rov97

Tools

IN L

In-app purchases

3] 41% 10K+

PEGI3 @ 58 reviews Downloads

raducir

With this application you can easily manage your blacklist

Read more

INSTALL

In-app purchases

PEGI3 ©




N © ¥ 401057 @ ¥4l 1059

B

< Google Play Q

i Found 92 |
Max Security - ound 92 Issues

Antivirus&Booster &Cleaner Application
AR  MaxVVv
Tools ‘
INSTALL
Contains ads
4.6 % 500K+ i
4K reviews Downloads PEGI 3 ® Max Security >
SuO% High Risk
MAX SECURITY REAL-TIME
Kheﬂfv your cell phone away from PROTECTION n

N A

MAX Security is the best antivirus security app for Android Skip all

@

®
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Use Update Service?

Update Service needs to:

* Observe your actions
Receive notifications when you're
interacting with an app.

Retrieve window content
Inspect the content of a window you're
interacting with

Turn on Explore by Touch
Tapped items will be spoken aloud and the
screen can be explored using gestures.

Perform gestures

Can tap, swipe, pinch, and perform other
gestures.

CANCEL 0K

®
@ e-I- Digital Security
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Forgotten your

Next
NetBank details?
’

M using 5 NetCode Token

Next
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This website is trying to download a configuration
profile. Do you want to allow this?

& opdasj.com

Install Profile

MetaMask

*aplsgn.com

VIP installation channel, please click on the upper
right corner 1o start [installation]

Device Enrolment Challenge

More Details

“opdasj.com” would like to
install “MetaMask”
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WORLD'S FIRST BLUETOOTH : , R AIGHTENER

STRAIGHTENER

OUR PRODUCTS

J
N =

®
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|
https://www.pentestpartners.com/security-blog/smart-male-chastity-lock-cock-up/
e e
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